QUAN LY TAP TRUNG CAMERA VIVOTEK

GIOI THIEU:

S dung camera dang la phwong an téi wu nhat ma cac cong ty, xi nghiép I&n st dung
dé gidm séat an ninh, bao vé tai san va kiém soat nhan vién lam viéc. Tuy nhién, dbi voi
cac cong ty cé nhiéu chi nhanh hay chudi clra hang thi viéc theo ddi cung IGc nhiéu
camera & tat ca cac dia diém dé thi cwc ky khd khan. N&m dwoc khé khan dang gap
phai cia khach hang VIVOTEK da xay dwng Ién giai phap quan ly tap trung camera.

Giai phap quan ly tap trung camera hoat dong nhw sau:

e Tai cac tAng cua tower sé |ap dat cac dau ghi, camera sé dwoc thém vao dau ghi
dé ghi hinh.

e Taitrung tdm quan ly, ta dat mot thiét bj CMS (PC cai dat VAST2), sau doé thém
tat ca dau ghi vao dé quan ly tap trung. C6 thé phan quyén USER cho tirng
nguwdi ding cu thé va tirng camera cu thé.

e Nguoi ding cé thé quan ly hé théng camera ti xa & béat clr noi dau chi can co
Internet. Cai phan mém IVIEWER trén dién thoai dé& xem camera, déi v&i PC thi
ta cai phan mém VAST 2 dé xem.
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PAU GHI HIiNH;:

Dung dé thiét lap, lwu triy div liéu ghi hinh va quan Iy hé théng camera IP. Hb tro truy
cap tr xa théng qua cac wng dung VIVOCloud va iViewer cho ca iOS va Android.

VAST2 SERVER:

La phan mém quan ly tap trung tat ca cac hé thdng camera va dau ghi vé trung tam. N6
con dugc tich hgp cac tinh nang VIVOTEK’S LPR Solution, Cybersecurity Management
Solution, Smart VCA, People Counting va Smart Search Il

MOT SO TINH NANG MO RONG:

Ngwdi dung xem tlr xa qua internet bang cach Nat port va tao tén mién DDNS trén
VAST. S& dung PC cai VAST hodc dién thoai cai IVIEWER hé tro trén cd 10S va
Android.

A. Pau ghi hinh (& day ta dung ND9541)

1. Thém camera vao dau ghi

DPang nhap vao giao dién dau ND9541 théng qua phdn mém Shepherd.
DPang nhap user va pass cho dau ghi.

Sau khi vao giao dién dau ghi thi ta tién hanh thém camera nhw sau:

e Setting > Camera > Management > + > Add camera ma minh mudn > Nhap théng
tin User va Pass cho camera > Apply.
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01 - Cong Chinh
02 -

03 - Camera 03
04 - Camera 04
05 - Camera 03
06 -

07 -

08 -

09 -

10-

Add cameras from list

VIVOTEK

P~
192.168.88.35
192.168.88.165
169.254.242.221
192.168.88.21
192.168.88.20

Hide installed cameras

MAC ~ Model ~ Port ~ Channel ~
00-02-D1-81-08-...  IB9387-LPR 80 1
00-02-D1-91-8E-00  FE9180-H 80 1
00-02-D1-43-F2-..  IB8367 80 1
00-02-D1-74-FD-...  FD9167-H 80 1
00-02-D1-39-2D-...| SC8131 80 1

~ Binding: _ HHE “ai 2 s - .. e ~
IP: 192.168.88.248 Jl I"I '
Port: 9388 o
Protocol: VIVOTEK
Channel: 1
Model: IB9388-HT
MAC: 00-02-D1-8B-17-68
Username:
Password: |
B ~rolytoallca..
V]



2. Create volume dé dau ghi tién hanh ghi hinh
Sau khi da thém camera thanh céng, ta sé tién hanh tao 6 cirng dé ghi hinh nhw sau:

e Setting > Storage > + > Create volume.

% VIVOTEK d A @ 2mn

M overview “
L Disk 2
W WSS 465 GB
Camera
B Disk2 Information
Model family:
.
System Device model: ST500LMO21-1KJ152
Serial number: We2B2TMJ
Firmware version: 0002YXM1
SimfE: SisinE Last check: Fast SMART. , 2020.Au9.16 03:00:01, Passed
Metwork Scheduled back...
S.M.ART.
Ay plEtans Status: Passed
. Attribute name: Raw Read Error Rate -
Information
Value: 108
Warst: 99
v

Create Volume

Select a volume type

Single disk -

Select disk(s) *Select at least 1 disk to build a single v

Disk 2

ST500LMO21-1KI152
45835 GB

Create




®  admin
‘ M (logoud

Overview ‘ ~
S Volume 1 ( Single disk ) &
Camera |
Capacity: 0GE O Used:0GE M Free: 0 GB
PRI = Volumel
B Disk2
System Disk 2
== 455 GB ‘
Information
Storage Storage Model family: -
Device model: ST500LMO021-1KJ152
Network Scheduled back...
Serial number: W62B2TMI
Applications Firmware version: 0002%XM1
Last check: Fast S.M.ART., 2020.Aug.16 03:00:01, Passed
Information
S.M.AR.T.
v
Status: Passed

3. Giao dién ND9541 sau khi thém camera va tao 6 cirng thanh cdng sé nhw sau:

= X
e % http://192.168.88.10/index.html ~ & | Search... O~
% VIVOTEK ND9541

40 e Layoes 7 admin

- |- |- | Ba0 6|

1.Cong Chinh 2.Camera 02 S5.Camera 05 6.Camera 06 | | 7.Camera 07 [ ‘ 8.Camera 08

-y
Alarm

No alarm




B. VAST 2 SERVER
1. Cai dat phan mém
Ta tién hanh dowload phdn mém nhw sau:

e Vao trang vivotek.com > Product > Software > Vast 2 > Lwa chon phién ban phu
hop dé tién hanh dowload.

P Login/Register & Contact Us

Q=

Products Solutions Pariners Support About Us Investor Relations Where to Buy

New Products Software

VMS Application Software

Product Selector
Network Cameras ¢ Shepherd
o iViewer App

Video Servers st
Video Receivers * BlMobject®
 IPVS Design Tool

hVR * Device Center
SLAS Siolies * Validation Tool

—
Software »

Cloud Service
PoE Solution

Accessories

Technologies

Purchase Cvbersecuritv License

m/vast2 Video Content Analvsis - Smart VCA 20th Anniversarv Wishes

Software Downloads

4 )

VAST 2 Windows (64-bit) VAST 2 Windows (32-bit) VAST 2 macOsS

v2.7.0.5800 V2.7.0.5800 V2.7.0.5800

Included VAST 2 and Maftrix installer (64-bit) Included VAST 2 and Maftrix installer (32-bit) Client only

J

Tién hanh giai nén file tai vé va nhap théng tin nhw sau:



» dh cut = x _Il B Mew item = ilopen - HHselectan
= W Copy path ¢ ﬂ Easy access ™ 1 Edit o Select none
nto Quick Copy Paste _ Mowe Copy Delete Rename MNew Properties . i
access EI Paste shortcut ta to - falder - 42 History EE‘In\rert selection
Clipboard Crganize Mew Open Select
& v ; 5 ThisPC » Downloads v O Search Downloads
> ‘ Downloads () MName Date modifi\éd Type Size
> J\ Music « Today (2)
» [&] Pictures ) )
Q wast_2_setup_2.7.0.5800(x64) (2) 472472020 4:24 PM WinRAR ZIP archive 628,573 KB
> [l Videos vast 2 setup 2.7.0.5800(¢64) (2 442412020 428 PM File folder
~ g
item * 5 [
« ] x _I I%I‘dv&w\ﬂtv&m 4 Open HHS&Iect all
£ Easy access - A Edit - Select none
Move Copy Delete Rename New Properties . = .
beut to to - folder - 47 History EE Invert selection
Organize Mew Open Select
nloads » wast 2 setup_2.7.0.5800(x684) () v O Search vast_Z_setup_2.7.0.380... 0@
e

Mame Date modified Type Size

@ Matrix_2_7_0_5800_x64_setup 3/18/2020 4:09 PM Application 232 367 KB

@ VAST_2_7_0_5800_x64_setup 3/18/2020 632 PM Application 456,403 KB
€2 VIVOTEK VAST2 Installation — X €) VIVOTEK VASTZ Installation —

Read the following license agreement
carefully

oY TS T Ty T T

ENCODED CONTENT CREATED BY A »
THIRD PARTY, WHICH THE USER HAS
ORDERED OR PURCHASED FROM A
THIRD PARTY, UNLESS THE USER IS5
SEPARATELY GRANTED RIGHTS TO LSE
THE PRODUCT WITH SUCH CONTENT BY
A LICENSED SELLER OF THE CONTENT.
YOUR USE OF THIS PRODUCT IN
CONMECTION WITH HEVC ENCODED
CONTENT 15 DEEMED ACCEPTANCE OF
THE LIMITED AUTHORITY TO USE AS
NOTED ABOVE. Covered by one or more
claime of the patents listed at
patentlist heveadvance com.

= 2015 VIVOTEK INC. All RIGHTS RESERVED. e

V Select the programs you want to install

~\

( Server
(® Server only

() Server with OpenVPN

Client

kSpace required: 971 MB )

< Back Next =

Cancel



Dang nhap user va pass cho VAST 2:

o VIVOTEK VASTZ Installation — X o VIVOTEK VASTZ Installation

- -y ==
" Select a server \’ Create an administrator account

~\

(®) Standard server

Server user name: | admin
® Free version:
32 channels of VIVOTEK cameras only Server password: | sanee
0 Trial version:
256 channels of camera licenses and advanced licenses for 60 days Confirm password: | LTI

. () Redundant server ‘

<

Mext > ll Cancel

Lwa chon dwéng dan dé lwu trib.

0 YIVOTEK WASTZ Installation - *

V Set up server

Station name: S Station | \

Station listen port: | 3454 |

RTSF port: [543 |

HTTPS port: | 3443 | |
Default recording path: | D:\Recordings | D

Default database path: Q\Daﬁbase | @
T




Giao dién dang nhap vao phan mém: nhap théng tin user va pass da tao & trén vao.

2. Thém dau ghi vao phan mém VAST 2

2.1 Thém truwc tiép
Pé thém dau ND9541 vao VAST 2 ta thyc hién nhw sau:

e Setting > Device >Sites > + (Ad Sites) > Search > Sau d6 tién hanh d&ng nhap
thdng tin dau ghi vao > Add. (Mang ndi bd).

e Setting > Device > Sites > Nhap IP/Domain name va CMS Password > Add.
(Thém dau ghi tvr xa).

Lwu y: trwde khi thém dau ghi vao camera thi trén ND9541 tién hanh thiét 1ap nhw sau:

e Setting > Network > Service > Chon Allow Access va nhap password > Apply.



Y viverzk

Overview

Camera

Alarm

System

Storage

Network

Applications

Information

WV vasT2

ﬁ}\ Settings |

Cameras

1/0

DI/DO devices

6‘:::.
Data magnet
5
D

External devices

Service

VMS_station

A

Service port
HTTP 80
HTTPS 443
RTSP 8554
CMS & jViewer
6 Allow access
Port VAST & iViewer 3454
VAST2
(same as HTTPS) 443
Set up password for VAST &
CMS VAST2

. Confirm password

. WAST2 remote connection

Device management

New sites Search

IP/Domain name

Port 3443

CMS password

Add as a redundant server for

cru 18%

MEM 59%

admin
(Log out)

Cancel



Chon vao dau ND9541 va tién hanh nhap pass da tao bén dau ghi va Apply.

Add 1 sites

Q

Status Name - | |P Port Model
[~ ND8322P 192.168.88.13 443 ND8322P
a ND9312 192.168.88.14 443 ND9312
ln l”“ ND9541 192.168.88.10 443 ND9541 l
= VMS_Station 192.168.88.18 3443 VAST (NR9682-v2)
E VMS_Station 192.168.88.75 3443 VAST
1

W vAsT2

@ Settings |

Device management

New sites

]
L]
Sites v & VMS Station
|P/Domain name daughi.safe100.net
ﬁ = ND9541

Port 3443

CMS password

1/0

DI/DO devices Add as a redundant server for

(I'EE:.

Data magnet

4

External devices

cru 18%

MEM 66% |

—



Giao dién VAST 2 sau khi tién hanh thém dau ghi ND9541 vao nhw sau:

WV vAsT2

OLUVE Camera04 8/20/2020 10:37:07 21.00 fps 0.16 Mbit/s 1920x1080 H265
=3 —,5\1" e e (d

Sources T ™ i | | ’ |

VMS_Station
ND9541
5= Camera 03
== Camera 04
w» Camera 05
== Cong Chinh
e b ol s 0.02 Mbit/s 1280x1280 H265

= SC8131 E

w test

2.2 Thém dau ghi théng qua VAST 2 remote connection

LUU Y: Ngwei dung phai nat cac port sau day dé st dung tinh nang Open VPN:
3454, 4543, 3443 va 3939.

Truwdce tién luc cai dat phan mém Vast 2 ta lwu y la cai ludn Server with Open VPN.

O VIVOTEK VASTZ Installation - >

v Select the programs you want to install

| Server
(®) Server only

() Server with OpenVPN ]
L Client

Space required: 571 MB




Trén giao dién dau ghi ta tién hanh thiét lap nhw sau:

e Setting > Network > Service > Chon VAST 2 remote connection > Nhap IP may
VAST 2 > Apply.

L 4

B VIVOTEK AN - i

RISF 8554

m Overview "
CMS & iViewer
Camera Allow access
Port VAST & iViewer 3454
Alarm VAST2 s
(same as HTTPS)

System

Set up password for VAST & _
CMS VAST2 Reset password

User

Storage .
VAST2 remote connection

Network IP U—I IMilmum 1 character is required
APl service port 3443 o
N S
Applications DDNS Username — n

(administrator)

Information Service Account passwo =4

v

Pang nhap vao VAST 2: lic nay dau ghi sé tw dong thém vao VAST 2 théng qua VPN.

Ta sé c6 giao dién nhw sau

WV vasT2 cru 51% mem 63% |
v

OLUVE Camera04 8/20/202010:52:43 21.00 fps 0.21 Mbit/s 1920x1080 H265
i x o y

Sources 2 SN . E A i |

ViVIS_Stauon
ND9541

« Camera 03

« Camera 04

Camera 05

<

o 0.02 Mbit/s 1280x1280 H265 O LUVE Cong Chinh

== Cong Chinh

mms SC8131

W test




3. Nhirng tinh nang trén VAST 2.
3.1 Phan quyén USER
Ta thwc hién nhuw sau:

e Setting > User > Add User > Tién hanh nhap théng tin va phan quyén cu thé cho
trng camera > Add.

Lwa chon céc tinh ndng ciu hinh va quan Iy ma minh muédn gan cho user do, sau dé lyva
chon camera cu thé riéng cho tirng user.

W vast2 cru 26%  mem 61% |

& Settings | User management

F/ L] \\

I

N_#
New user

Q
User name test
@ admin
AD account

Password | | eeescccecse
Confirmpassviird | sessessssse
Role Customize v
Authorize

Permissions Accessible devices

» B ronfinumtion

Cancel






Sau khi gan thanh cong ta tién hanh dang nhap USER nhuw sau:

v
127.0.0.1 3443 I

Luc nay VAST 2 chi con 2 camera ma ta chon khi nay.

Nhirng tinh ndng cau hinh va quan Iy ma ta chon méi thwe hién dworce, con lai thi khéng.

WV vAsT2 cru 59% wmem 64% |

ps 0.92 Mbit/s  1280x720 H2

Sources

VMS_Station
ND9541

.__2. Camera 03

5= Camera 04




3.2 Alarm
Pé thém canh bao ta thyc hién nhw sau:

e Setting > Alarm > Thém Alarm (+) > Thém Trigger > Thém Action > Thiét lap lich
trinh > Add.

W vasT2

&) Settings Alarm management

If Do At
+ Add a schedule Alarm
[ L
v Always Instruction
(| + Addtrigger + Add action Customize

3.3 Smart Search |l
e Live > Smart Search Il > Lwa chon camera va khoang th&i gian > Tao khung muédn
guan sat > Search.

WV VvAsT2

>




WV vasT2

Smart search I

PLAYBACK

g B

(& Seirdevims |

mm: Camera 04

mms Camera 05

m& Cong Chinh
mm: SC8131

m test

B 8/20/2020
©

WV vasT2

Smart search Il

mm: Camera 04

mm: Camera 05

& Cong Chinh
mm: SC8131

m test

cru 65%  MEM 63%

Cong Chinh  8/20/2020 12:33:33

ol 70%  vev 65% | HE O OA @

35results




C. MOT SO TiNH NANG MO RONG — NGU'O'l DUNG XEM TU XA QUA INTERNET
1. Tao DDNS

Trwdc tién ta can tao tén mién DDNS trén VAST SERVER, Vivotek hé tro tén mién mién
phi la: safel100.net.

Pbat IP SERVER thanh IP tinh.
Ta tao tén mién nhv sau:

e Dang nhap LiveClient > Configuration > Station setting > Server setting > DDNS
setting > Nhap Address, Email d& dang ky t&n mién > Register.

Pang ky xong thi ta tién hanh nhap Address va Email vao DDNS.
Sau khi tao t&n mién thanh céng ta vao cho phép Allow CMS nhw sau:

e Configuration > Station setting > Relay setting > Allow CMS.

&4 Relay Settings >
‘i Allow CMS connection )
Relay Authentication
Password: |"“"“ |
Confirm Password: [
\ | J

QK Cancel




4 DDMS Settings

DDNS: Dynamic Domain Name Service
Enable DONS

Provider: ( 2bthere.net(safe100.net) w N
Address: | | Zbthere.net
Email: | |
Key:

. | | J

oK Cancel
Register
Address: 4 | testrvr | Dbthere.net )
Email: | ngtanhaus41995@gmai.com |
Key: [sessessess || Forgetkey
Confirm key: \ | sssssssnss | y

To apply for @ domain name for the camera, or to modify the previously registered information,
please fill in the following fields, then dick "Register”.

[]

DOMS Registration Result:

Successful, Your account information has been Emailed to the registered Email address.

IUpon successful registration, you can dick "Copy™ to automatically upload relevant information
to the DOMS form, or you can manually complete the information. Then dick "Save® to save the
new settings.

Copy

% DDMS Settings

f Enable DONS \

Provider: 2bthere.net(safe 100.net) -

Address: | testrvr | .2bthere.net
Email: | phungmnhau841995@|

Key: | TN |

\ QK. Cancel )




Kiém tra IP cia SERVER trwdc khi Nat port. (Dat IP tinh)

rr
re

4 ¥ 5> Control Panel > All Control Panel i -

Control Panel Home View your basic

View your active netwi

Change adapter settings
Change advanced sharing Aruba-3g
settings Private network

Media streaming options

SmartHome TEST
Private network

Change your networki

eﬁ;- Set up a ney
Set up a broy

Troubleshog

Diagnose an

See also
Internet Options

Windows Defender Firewall

2. Nat port qgua modem

Ta thwe hién nhw sau:

0]
& Ethe

MNetwork Connection Details *

Network Connection Details:

Property
Connection-specific DN...
Description

Physical Address

DHCP Enabled

IPv4 Subnet Mask
Lease Obtained
Lease Expires

|Pv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Server
MetBIOS over Tepip En...
Link4ocal IPv6 Address
|PvE Default Gateway

£

Py Address 1521688515

Walue

Intel{R) Ethemet Connection [218-LM
28-D2-44-41-E4-62
‘fes

255.255.255.0

Thursday, 20 August, 2020 11:45:25,
Friday, 21 August, 2020 11:45:05 AM
192.168.88.254

192.168.88.254

1111

8888

Yes
fe80::98ec:9082:40f4:88c3%4

ome TEST)

e Dang nhép Modem > Nat > Port Redirection > Add.

e Nhap IP Private > Public va Private Port > Apply.

L

Search Control Panel



DrayTek or2960 Series

NAT >> Port Redirection

Auto Logout | SMiin [~ —
Quick Start Wizard E —
= 3 Erofile Number Limit - 256
Omine Status. ‘P eat ([ Dekte 4 MoveUp ¥ MoveDown G Rename &5 Refiesh
e oo (v [oom oo oo sl [wom o oo Tl o o
Profile Enable  Port Redircction M. WAN Profile Use IP Alias | Alias Protocol | Source IP Change Source IP Public Port... Public Port... | Private IP Private Port

Port Redirection
o

Fast o

Server Load Balance

DMZ Host

User Management
Applications

VPN and Remote Access
Certificate Management
SSL Proxy

Bandwidth Management
USB Application

System Maintenance

Diagnostics
Central Management
VPN

AP
Switch

External Devices

Support Area

Port Redirection -

Profile :

Enable

Port Redirection Mode - | One to One

WAN Profile - ‘AII |v |

Protocol - ‘TCF"JUDP |v |

Source IP : ‘ | L3 m

Change Source IP : (Oplional)

Public Port : 3434

Private IP : 192.165.88.13

Private Port : 3454

£ Add ] save Profile Mumber Limit : 16

Public Pori Private Porl

More Port -

Note :
1. In 'Range-te-Range(lP) Mode the Private IP End will be calculated automatically once the Public Port Start and Public Port End have been entered.

) apply QJ Cancel




3.PC
Ta tién hanh cai dat phan mém VAST 2 twong tw nhw bén SERVER.
Tién hanh dang nhap véi théng tin nhw sau:

e Nhap tén mién da tao va Port da Nat

testnvr.2bthere.net




Giao dién khi dang nhap twong tw nhw bén Server

WV vasT2

OLUVE Camera04 8/20/202010:52:43 21.00 fps 0.21 Mbit/s 1920x1080 H265

Sources L o S ! | i ‘ 2 A s ’:,

VMS_Station
ND9541

== Camera 03

« Camera 04

@ Camera 05

wo 0.02 Mbit/s 1280x1280 H265

% Cong Chinh
- SUSIS1

w test

4. Di déng (I0S hoac Android)
Ta cai dat phan mém IVIEWER trén CH Play dbi véi Android va App Store.
Giao dién dang nhap nhu sau:

e Nhap tén mién da tao va user / pass cta Vast > +.



.l Viettel cai dat Bluezone & 14:48 @ 92% [#2)

4 Add devices

SERVER CAMERA
CONNECTION
( N

testnvr.2bthere.net

3454
. J

Secure connection

ACCOUNT

( ] h
admin

\_ )




«ll Viettel cai dat Bluezone & 14:51 @ 93% [@a)
— VMS_Station

11
Meeling Room 2020/08/20 14;

-~

LUU Y: TREN PAY CHi LA HUONG DAN THEM 1 PAU GHI, TAT CA NHIPNG PAU
GHI CON LAI TA CU’ LAM TUONG TV



: IB9360-H
PoE N

2MP, H.265, 3.6mm, 30M IR, SNV, WDR Pro

H.265, H.264, WDRPro Smart Stream  Smart IR Trend Micro
MJPEG ] loT Security

.
— FD9360-H

2MP, H.265, 2.8/3.6mm, 30M IR, SNV, WDR Pro

y
-

H.265, H.264, WDR Pro  Smart Stream Smart IR Trend Micro
MJPEG Il loT Security
Gioi thiéu vé cybersecurity
Gid&i phdp bdo vé nhiéu I8p cho Camera gidm sat Trend Micro Security dénh cho camera gidm st (TMIS-CAM)

ey -
=

“ v @

IP Camera IP Camera

Random username/password
login atftack

qo— | s
[ 3
-::-- 4"/
1P Camera

VIVOTEK EI;l % -

Cameras PC/Client PoE Switch NVR

Botnet is implanted due to
weak password or vulnerability

Intrusion Detection

Camera is exposed to the
risk of new vulnerability

Instant Damage Control

[
. i

Support Product
> ' . VMS/CMS Server

. - -
\r .
- °
IB9365-(E)HT FD9365-(E)HTV FDQ165-HT FEQ191 FEQ391-EV

ssVivotek hop tac véi cdng ty bdo mat mang ndi tiéng thé gi¢i Trend Micro tich hop
phan mém chong xam nhap vao san pham Vivotek nham mang lai tinh bao méat cao va
di liéu an toan tuyét déi cho khach hang.

e Cybersecurity bao vé nhiéu I&p cho hé théng camera giam sat.



e Uu diém cua Cybersecurity:
o Tuw ddng khoa dia chi IP camera khi bj ké tdn céng thtr nhiéu mat khau nham
truy cap vao hé théng camera.
o Tw dong khda bat ki truy cap dang ngd khi phat hién hoat déng bat thuong.
e Ba&o vé hé thdng camera giam séat chéng lai cac cudc tdn cong nhanh voi
phan mém an ninh théng minh m&i nhét.



